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Ha ocHoBy usiaHa 34. cTaB 2. 3aKOHa 0 e/leKTPOHCKOM noTtnucy Penybanke Cpncke (,Cny*KOeHu rnacHuK
Penybanke Cpncke”, 6poj 59/08) u unaHa 82. ctas 2. 3aKoHa o penybaunukoj ynpasu (,Cysk6eHn
rnacHuk Peny6amke Cpricke”, 6poj 118/08), MMHMCTap HayKe M TEXHONOTNje L, OH O C U

ITPABUJIHUK O TEXHUYKHUM IIPABUJINMA 3A OCUT'YPAIBE
INOBE3AHOCTHU EBUAEHIHNJA U3JATHUX U OII03BAHUX HEPTUPUKATA
O HEPTU®PUKALIMOHUX THUJEJIA Y PEIIYBJ/JIMLINA CPIICKO]

| ONLWTE OAPEAGE
YnaH 1.
OBum [paBunHMKOM yTBphyjy Ce TeXHWYKa MpaBwWna M YCI0BM 33 OCUIyparbe NOBE3AHOCTU
eBUAeHUMja U34aThX U 0NO3BaHMUX LepTudUKaTa uepTruduKaumoHmx Tujena y Penybavum Cpnckoj.
[ ENEKTPOHCKU NOTMUC
YnaH 2.
(1) Crpyktypa enektpoHcKor motnuca 6a3vpa ce Ha ETSI TS 101 733 V1.5.1. (2003-12) -

Electronic signature formats, ogHocHo ETSI TS 101 733 V1.4.0. (2002-09) 3a noctojehe cucteme
uepTnuduKaumje, Kao cneundukaumju obpasaua (Gopmarta) enekTpoHCKOr noTnumca.

(2) Y3 cneundmraumjy n3 ctaBa 1. 0BOr YnaHa, y U3pagmn CTPYKType eNeKTPOHCKOr noTtnuca
npeysumajy ce obpasum TemesbeHn Ha CMS (Cryptographic Message Syntax) mogeny ytBpheHom vy
AokymeHTy RFC 3852 Te ESS (Enhanced Security Services for S/MIME) moaeny yTepheHom y 4OKYMeEHTY
RFC 2634.

(3) EneKkTpoHCKKM NoTNMC Mopa caZprkaBaTM OCHOBHa obusberKja (aTpubyTe) ytepheHe y CMS, ESS
n ETSITS 101 733 V1.5.1.

YnaH 3.
(1) EnekTpoHCKM noTnmc mopa 6UTK yrpaamB y CBE PacnonoxKmee 0b6/1MKe padyHapCcKnx 3anuca.

(2) 3a notpebe ayTomaTcKOr Mpeno3sHaBakba BPCTE MOTNMCAHMX MNOAATaKa MOXKE Ce KOPUCTUTU
obpasay, MIME-encapsulated message (Multipurpose Internet Mail Extensions - RFC-1341).



YnaH 4.

(1) EneKTpoHCKM noTnuc KopucTe NOTNUCHUK M NpUManal, y ckaagy ca yTBpheHoOM nosIMTUKOM
ynoTpebe notnuca.

(2) Nonutmka ynotpebe notnuca mopa ce UCKA3MBATU Y AOKYMEHTY YMT/BUBOM KOPUCHULMUMA
noTnuca Koju mopajy umatm moryhHocT yBuaa y obasese 1 npasa Koja Npousunaase M3 cagpaja Koju ce
notnucyje.

(3) 3a notpebe MmalMHCKOr, OAHOCHO ayTomaTcKor obpahuBakba eNneKTPOHCKOr noTnuca
HEONXOAHO je M3pPaguTM MNOAMTMKY ynoTpebe noTnvca M y popmaTvpaHom 064MKy 3a noTpebe
AVPEKTHOT Npey3numakba Of, CTPaHe pavyyHapcKux nporpama (anavkaumja).

(4) ®opmaTtpaHm 06AMK nonuTMKe ynoTpebe noTnMca mopa 6UTU uM3paheH npumjeHoM
obpacua ASN.1:1997 (Abstract Syntax Notation 1) U mMopa umaTu jeAnHCTBEHY BUHApPHO KoaupaHy
BpujegHocT gobumeeHy Koamparbem no BER (Basic Encoding Rules)/X.209 o6pacuy-ISO/IEC 8825-1 ASN.1
Encoding Rules-BER.

(5) NoTtnucHMK K npumanal, (oBjepunal,) mopajy KOpUCTUTU UCTY NOAUTUKY ynoTpebe notnuca
pafu NoCTU3akba UCTOBjETHOCTU MOTNMCA KOZ HEeroBe U3paae u osjepe.

(6) 3a HecymmbmBY MaeHTUDMKaLMjy NOAUTUKe ynoTpebe noTnuca, y NOTNKC ce Mopa yrpaguTu
naeHTMdMKaTop UAM cagpKaj NoAnTUKe ynotpebe notnuca.

(7) Kopg, pauyHapcKMx aniMKaumja Koje Kopucte BEANKKN Bpoj MCTOPOAHMX AOKYMEHaTa C jeaHOM
NOJIMTUKOM ynoTpebe eNeKTPOHCKOr MOTNMca AONyWTeHO je yHanpujed AedpuHucaTU yrpagky Te
NOJIMTUKE Y €NEKTPOHCKM NOTNNC UM je YrpaauTv y anankaumjy.

YnaH 5.

MoTNUCHUKY Yy NpoLecy noTnucuBakba Mopa bUTK NpeacTaB/beH M onNuc npoueaype (nocTynka)
NOTNUCMBAKbA Y YNT/BUBOM 0B/IMKY C HajMakbe c/beaehnm cKynom nojaTaka:

a) ynosopere — cafpikaj NPaBHUX U OPYIMX YNHEHULLA NOBE3aHMUX C MOTNMCUBAHEM, MOPA
O6UTM MCKA3aH NpKje YMHA NOTNUCUBAHLA,

6) uM3jaBa NOTNUCHWKA — O MpUXBaTaky MNOAUTMKE ynoTpebe MOTNMCA U ca3Haka O cagpKajy
KOju notnucyje,

B) MOTNWCHM CKyn nogaTaka — AMO je eNeKTPOHCKOr nmoTnuca M Aodaje ce NOTNMCcaHoM
€/IeKTPOHCKOM 3anucy; Caapkv Mme MOTNWCHUKA, Bpujeme M MjecTo MoTnucusakba M pasnor/ceBpxy
NoTNMCMBatbA.



YnaH 6.

CBaKM eNeKTPOHCKMU MOTMNMC MOpa CagpKaBaTh jeAUHCTBEHN NAEHTUOMKATOP (MMe NOTNUCHMKA)
Koju Mmopa 6uTn Kpuntorpadcku 3awTtnheH.

Ynan 7.

(1) Kopg, cuctema ueptudmkaumje Koju nogp:Kaeajy U Kopucte NpoMeT AOKYMeHaTa U capagky
payyHapckux annavKkauuja y obpacuy XML (Extended Markup Language) moXKe ce npuxBaTUTU U
ynoTtpeba enekTpoHCKor notnmnca ob6amnkosaHor y cknaay ca XAdES (XML Advanced Electronic Signatures)
AOKymeHTom ETSI TS 101 903 V1.2.2. (2004-04)

(2) Npunukom ynotpebe obpaclia eNeKTPOHCKOr NOTNUCa U3 cTaBa 1. OBOT YiaHa, eNEKTPOHCKN
NOTAMC MOPA YK/bYYMBATU MOJIMTUKY ynoTpebe eneKTpoHCKOr notnmca u 6utu mspaheH y cuctemy
uepTuduKaumje jaBHUX K/byyesa.

YnaH 8.

(1) NMoaaum Koje cafpuM eNeKTPOHCKU NOTNNC MOpPajy BUTK KoaupaHu jeaHUM og, Tpu c/beaeha
obaBe3Ha obpacua Koamupara: DER (Definitive Encoding Rules), Base 64, CMS (Cryptographic Message
Syntax) — PKCS#7.

(2) EneKkTpoHCKM noTnuc objeammbyje ce (MporpamcKku 3aTBapa) y OMOTHULY NPUMjEHOM jeaHor
unn ceux cbeaehux obpasaua: PKCSH7, ISO/IEC 9796-2 (Digital Signature Schemes), S/MIME (Secure
Multipurpose Internet Mail Extensions).

(3) CBaku omoT ca PKCSH#7 cTpyKTypom mopa cagpkaBaTv CAMO OCHOBHU AUTUTANHN SOKYMEHT
6e3 3arnaB/ba AN A40AATHUX 0BU/bEXK]a 33 NAEHTUDUKALM]Y BPCTE AOKYMEHTA.



I UEPTUDUKAT
YnaH 9.

CtpyKkTypa ueptndukaTta 6asmpa ce Ha obpacuy ITU X.509 v3 1 yK/bydyje Kao obaBe3He cafpKu
cbeaehe anjenose:

a) Bep3ujy obpacua X.509,

6) cepujcku 6poj,

B) jeAHO3HaYyHU naeHTMdMKaumnoHm Kkog (Object Identifier npema ASN.1) OnwTux npasuna
ueptuduraumnoHor tujena (ako je npetxogHo npmuaobuo OID),

r) o3Haky (ID) anroputma nspage enekrpoHckor notnuca (SHA1/RSA, MD5/RSA)

4) ume nsgasaoua LuepTudmMKaTa — No CTPYKTypu yTBphHeHoj y obpacuy X.500,

h) nepunopg Baxkera ueptTudmMKaTa,

e) MMme NoTNUCHUKa (KopUCHUMKA) uepTudmKaTa — No CTPYKTypu yTBpheHoj y obpacuy X.500,

) noAaum o jaBHOM K/by4yy NOTNMUCHUKA,

3) jeAMHCTBEHU NAeHTUPUKATOP U3adaBaola LepTudmrKara,

1) jeANHCTBEHN MAEHTUPUKATOP KOPUCHUKA (MOTNMUCHMKA) LepTudUKaTa,

j) popaTHM aTpmnbyTK (NpowKnpere OCHOBHOT CKyna aTpubyTa), y cknaay ca ynaHom 10 osor
MpasunHuKa.

K) eIeKTPOHCKM NoTNucaHe NpeTxogHe nogaTtke of CTpaHe M3gasaoua ueptudukaTa.

Ynan 10.

(1) Ueptmdukar nspaheH npumjeHom obpacua X.509v3 mopa cagprkaBatv n gogaaTHe aTpubyTe
(npowwmpemse).

(2) O6Be3HM ckyn AoaaTHUX aTpmbyTa je:

a) noeHTUGUKATOP K/byda LepTUdMKauMoHor Tnjena,

6) naeHTMdUKaATOP K/byya NOTNUCHUKA (KOPUCHMKA LepTuduKaTa),

B) HamjeHe ynotpebe K/byua,

r) noAnTuKa ueptuouKaumje,

£1) JOMYHCKM NOZaLLM O MOTIMCHURY YK/bYUyjyhiu GU3NUKY/NOWTaHCKY U eNeKTPOHCKY afpecy

H) nocTynak 1 MjecTo NpucTyna AMCTU ONo3BaHuUX LepTuduKara.

(3) AopaTHn aTpubyTn (Npowupere) mopajy BUTU CTPYKTYPUCAHWU Y CKNady ca AOKYMEHTOM
ETSI TS 101 862 v1.3.2 (2004-06) — Qualified Certificate Profile n RFC 3739, koju ocurypasajy
mehynoBe3aHOCT KBanMPUKOBAHUX LepTUdUKaTAa.



Ynan 11.

(1) Obpasawl, u cagp:kaj KBanMPUKOBaAHUX LepTUdMKaTa y CKaagy ca ogpagsbama 3akoHa o
eNeKTpoHCKoM noTnucy Penybauke Cpnicke (y Aa/bem TeKcTy: 3aKOH) U cmjepHULama EBponcke yHuje
yTBpheHu cy gokymeHtom ETSI TS 101 862 V1.3.2 (2004-06) Qualified Certificate Profile.

(2) NpumjeHa ueptTudMKaTa y WMHTEPHET OKpy)Kewy 6asuMpa ce Ha obpacuy RFC 2459
ussegeHom us X.509v3. Ty ce npuapy:yjy n cbegehn goaatHm obpacum:

a) RFC 3850 — S/MIME v3 Certificate Handling
6) RFC 3851 — S/MIME v3 Message Specification
B) RFC 3739 — Qualified Certificates Profiles.

Ynan 12.

(1) CBu nopaum cagpskaHu y uepTUdMKaTy mMopajy ce Koaupatu nytem Asa mehynosesaHa
mogayna:
1. ASN.1:1997 (Abstract Syntax Notation 1) ycknaheH ca ISO/IEC 8824-1:1998 Kojum ce
onucyjy nogaum,
2. DER (Definitve Encoding Rules) Kojum ce onucyje jeanHcTBeH obpasal, noxpaHe M
pa3mjeHe nogaTaka.

(2) Ueptndukratn (yk/byuyjyhu 1 jaBHe K/bydyeBe MOTNUCHUKA KO MPUMjeHe cUcTeMa jaBHUX
K/by4yeBa), Mopajy bUTU noxpareHu y cTaHaapaHom X.509v3 dopmaty U 6UTU He3aBWUCHU O MoAeny
cucTema ynpassbatba 6azama nogaraka.

IV ONPEMA

Ynan 13.

CBaka onpema yK/byyeHa y cucTem UepTudMKaumje mopa 6uTM y CcKaagy ca onwre
npuxsaheHMm 1 y ynoTpebu HajsacTyn/beHnjum obpacuyma.

Ynan 14.
CeaKka onpema mopa omoryhut usgsajatbe nogaTaka eNeKTPOoCHKOr NoTnmca u ueptuduKkarta y
jefaH o4 Hajmarbe TpM OCHOBHa obpacua:

a) DER Encoded Binary X.509 (*.cer)
6) Cryptographics Message Syntax Standard PKCS#7 Certificates (*.p7b)
B) Personal Information Exchange Syntax Standard PKCS#12 (*.pfx).



Ynan 15.

(1) Koa ynotpebe cmapT KapTuua HyXHa je moryhHOCT u3aBajatba MNPUBATHUX K/by4yeBsa,
ueptTudmKaTa M ANYHUX NoJaTaKa y jeAaH o4 cTaHAapAHMX 3anuca u3 YnaHa 14. osor MpaBUAHMKa.

(2) Kopa ynotpebe cmapT KapTuua Hy»kHa je npumjeHa ISO/IEC 7816 (1,2,3) Te ISO 7816 (4, 5, 6,
7, 8, 9, 10) obpacua yjeaHayaBara 06/1MKa, BEAUYMHE N PYHKUMOHANHOCTU KapTMLa M TepMMHana 3a
npuxBaTakbe KapTmua.

(3) Koa ynotpebe cmapT KapTvua Yy NOCTyNuMMa MPUMjEHE €e/IeKTPOHCKOX MoTnuca u
ueptuduKata HeonxogHa je npumjeHa obpacua PKCSH#15 3anvca KpuNTOK/byyeBa, uepTUdMKaTa u
Apyrux nogartaka (PKCS#15 smart card file format).

(4) Ypehaju/TepmuHany 3a unTarbe M NMCakbe 3anMca Ha CMapT KapTULE, MOPAjy Y OKPYKekby
nepcoHanHMX padyHapa MMaTh NOAPLIKY 3a TexHUYKe obpacue PCMCIA i PC/SC.

(5) Ypehaju 3a u3pagy, noxpaHy u ynotpeby nogaTaka 3a uM3pady €/eKTPOHCKOr MoThuca U
OBjepy eNeKTPOHCKOr noTnuca M uepTuduMKaTa y 06/MKY K/bydeBa U gpyrux obsvKka (tokeni) mopajy

ocuUrypatM MpUK/byY4aK Ha CTaHAapAHe KopucHuuyke WHTepdejce RS232, USB, Firewire, PCMCIA,
Bluetooth.

Ynan 16.

Onpema KopuCHMKa cuctema ueptuduKkaumje mopa omoryhutm Hajmare cibegehe pagme:

a) cnakbe U NpUMakbe eIeKTPOHCKM NOTNMCaHUX CafpKaja,

6) npoBjepaBarbe NPUM/bEHMX LiepTUdUKaTa NyTem IMCTe 0NO3BaHUX LepTUdMKaTa,
B) NpoBjepaBatbe NPUM/bEHUX LepTUdMKaTa NyTeEM Hajmarbe TPU HUBOA,

r) npMMatrbe U cnakbe KPUTNOBAHMX 3anuMuca,

A1) ynotpeby v nposjepy KBaIMOUKOBAHMX LLepTUPUKaATA,

h) ynotpeby cmapT KapTuua 1 Apyrux meauja 3a Kpuntorpadpcka obpaay.

Ynan 17.

(1) Kog ynotpebe onpeme y payyHapCKOM OKpyKemy, HyXHa je ynotpeba API (Application
Program Interface) nporpamckunx ckaonoBa Kojuma ce mopa ocurypatu KopuwTtere 6110 Koje BpcTe
cMapT KapTuua, PCMCIA (Personal Computer Memory Card International Association) moayna, TokeHa u
Apyrvx ypehaja.

(2) Onpema ca yrpaheHnm APl nporpamckmm CKA0ONOBMMA MOpPa M3BPLLABATH:

a) M3pagy eNeKTPOHCKOr NOTNKCa,
6) oBjepy eNleKTPOHCKOr NoTnuca,



B) 06/1MKOBatbe NoAaTaka,
r) KomyHuKauujy ypehaja n nogaraka.

(3) APl nporpamckm cknonoBuM Mmopajy ce 6asupatv Ha cbegehum  Kpuntorpadpckum
obpacuuma:

a) CRYPTOKI — BSAFE/PKCS (RSA) 3a yrpaarby y ypehaje 1 nporpame,
6) IDUP-API (Independent Data Unit Protection) 3a yrpaamy y ypehaje,
B) GSS-API (General Security Services) 3a yrpaaty y nporpame.

(4) Kog ynotpebe Kaptuua Fortezza Hy»kHa je npumjeHa RFC 2876 (Use of the KEA and SKIPJACK
Algorithms in CMS) obpacua noBe3susarba Npoueca KpMNToBakba U NpoLeca NoTNMCMBakba.

Ynan 18.

(1) Ceaka onpema mopa omoryhutn ynotpeby Hajmarbe TPU OCHOBHa cUrypHocHa obpacua 3a
n3paay v oBjepy eNeKTPOHCKOT NOTNM1Ca U U3pady KPUTNOBaHUX 3anuca:

a) Microsoft Crypto API,
6) Netscape Security Framework,
8) Entrust PKI.

(2) Onpema 6uno Koje HamjeHe, YK/bydyeHa Yy cuctem uUepTMdUKauMje mopa ocurypatu
mehyajenosarbe nytem uHTepdejca PKCSH11 (Public Key Cryptographic Standard 11/Cryptographic
Token Interface Standard — Cryptoki) HesaBu1cHO o BpcTu ypehaja u meaunja Kojuma ce nspahyje, Kopuctu
WK OBjepaBa eNeKTPOCHKM NOTMMC.

(3) 3anuck, nomaum u KpuntoenemeHTu yrpaheHn y ypehaje mopajy 6uTn ycknaheHu ca
obpacuem PKCS#15 (Cryptographic Token Information Format), u ocurypat npumjeHy ypehaja
He3aBUCHO of, BpCTe MHTepdejca nspaheHor y cknagy ca obpacuem PKCS#11.

Ynan 19.

(1) 3anucu m enekTpoHCKM MoTnMcK uspaheHu jeaHoOM onpemom, nNpumjeHom 6uno Kojer og,
ofabpaHux obpasaua, mopajy 6UTU YNT/bUBK MPUMjEHOM ApYyre onpeme y3 MpPeTnocTaBKy UCTOBjeTHOr
anroputma notnucusarea (DSS/DSA) nnm Kpuntosarba (PKCS#1-RSA).

(2) Onpema Koja ce KOPUCTK Y cUCTEMY KBaMPUKOBAHUX LepTUPUKATA Mmopa BUTKU y cKnady ca
FIPS PUB 104-1 Validation of Cryptographic Modules o6pacuy curypHoctu ypehaja, nporpama v 3anuca.

Ynan 20.

CBaka onpema Koja yKk/bydyje BMOMETPUjCKe meToae UAEHTUPUKALMjE NOTIUCHMKA MOXKe BUTK
npuMjerbeHa ako ce Npuapy*u cuctemy ueptudukaumje X.509 , Te ako ce jeANHCTBEHO MAEHTUDUKYje
CPeacTBO 3a M3pPaay €NeKTPOHCKOr NOTMMCA Ha Taj HauMH fa ce rapaHTyje aa 6uomeTpujckn ysopak
MOKe BUTU KOPULUTEH CaMO C TUM CPEACTBOM.



V CUCTEM LLEEPTUOUKALNMIE
1. Ycnyre ueptuduKkaumje
YnaH 21.

(1) CBakM cuctem uepTudMKaumje Koju npyxKa ycayre ueptuduKaumje mopa 6butm y
HenpeKknAHOM pajy W jaBHO AOCTyNaH NyTem TeJIeKOMYHUKALUMJCKOT cucTema.

(2) Cucrem ceputnduKaumje obyxsara jegHy unu suwe cbegehux ycnyra:

a) ycnyre perucrpaumje KOpUCHMKa LeptTudukara,

6) ycnyre nsasarba, 4OCTaBe, YyBakba M OMo3MBa LepTuduKara,
B) yC/yre ynpas/barba W YyBarba K/byyesa,

r) ycnyre yyBarba NOTNMCAHMUX 3aMuca,

A) ycnyre eneKTPpoOHCKNX UMEHMKa.

Ynan 22.

(1) Ceaku cuctem uepTudmKaLmje mopa NPUXBATUTU (MMATU cUCTEM LepTUdUKaumje Koju mopa
nNpuUxBaTUTK) ynasHe nogaTke y PKCS obpacuy, KogupaHom y DER n PEM 06nuKy.

(2) Csaku cuctem LepTMdMKaLmje mopa NPUXBATaTH (MMaTK cuUcTeM LiepTUdUKaLMje KOju MoKe
ynpas/baT) MMHUManHM ckyn X.509 v3 poaaTtHux aTpmbyTa y ueptndumkaTnma.

YnaHn 23.

(1) Csakum cuctem uepTUOMKAUMje MOpPa OCUIypaTUM MNOBE3AHOCT Ca APYrMM CcUCTEMMMA
ueptuduKauymje.

(2) Ceaku cuctem ueptTudmKaumje mopa omoryhutu ANPEKTHY KOMyHUKaLUWjy ca NOTNUCHULMMA
YK/bYYEHUM Y cUCTEM LepTUdMKaLMje, HE3aBMUCHO KojeM cucTemy ueptuduKaumnje npmunagajy.
YnaH 24.

(1) NocTtynak noBesuBarba cuctema uUepTudMKaumje 6asmpa ce Ha MPUMjEHU AOrOBOPEHMUX
obpasaua 3a csbegeha nogpyuja:

a) ueptndukaTy,

6) nopyke,

B) pa3mjeHa uepTudmrKaTta 1 NopykKa,
r) npeHoc ueptTudmKaTa 1 nopyka.

(2) UepTtndukaT uma gorosopeHu obasesHu popmat yTepheH nytem obpacua X.509v3.



(3) MopykKe yK/byuyjy:

a) ynuTe 3a nsaaBakbe LepTudmMKaTa Koju ce nckasyjy nytem obpacua PKCSH10

6) HenoTNMcaHe/noTNMCcaHe KPUNTOBaHe NopyKe Koje ce uckasyjy nytem obpacua PKCS#7

B) rpynHe noaaTke O MOTNMCHUKY KOju ce ucKasyjy nytem obpacua PKCSH#12 (Personal
Information Exchange Syntax).

(4) PasmjeHa uepTudMKaTa M Nopyka Mma goroBopeHu obaBesHM obpasay, CMC (Certificate
Management Messages over CMS), npu uyemy ce ynuT 3a M3gaBarbe UepTUOMKaTa Temes/bM Ha
notnucaHoj PKCS#10 o6ankoBaHoj nopyum, a oarosop (Leptndukat) Ha PKCS#7 HenoTnmncaHoj nuan CMS
NoTNMCaHOj MOPYLUM.

(5) Cuctemn ueptTudmKaumje Koju nmajy MoryhHOCT TEXHONOLWKE NOAPLIKE MOTY KOPUCTUTU U
CMP (Certificate Management Protocols).

(6) MpeHoc uepTMdUKaTa M NOpyKa MNPOBOAM Ce MyTEM TENEKOMYHWMKALMJCKUX CUCTema Y3

obase3Hy ynoTpeby obpacua S/MIME (Secure Multipurpose Internet Mail Extensions), oaHocHO
obpacua SSL (Secure Socket Layer).

2. Nposjepa ueptuduKkaTta nyrem AUcTe ono3sBaHuUxX ueptudpuKara
Ynan 25.

(1) OnosBaHK LepTUPMKATM MOpajy Ce ynucaTh y JIUCTY OMO3BaHMX LepTMOMKATa Koja mopa
6UTK AOCTYNHa CBUM Cy6jeKTMMa KOju MMajy NPUCTYN cucTemy LepTUdUKaumje.

(2) Nucra onoseaHux ueptTudmKaTa 0b61MKyje ce y cknagy ca obpacuem X.509; The Directory;
Authentication Framework 1 gokymeHtom RFC 2459; PKI Certificate and CRL Profile.



YnaH 26.
(1) Nncra onosBaHMx LepTUdUKATa MoOpa CaaprKaBaTh Hajmakbe cibegehe enemeHTe:

a) peaHu 6poj pagHe Bep3uje nucTe,

6)KpunTorpadckM  anropuTam  KOPULLTEH NPU  MU3pagu  e/IeKTPOHCKOr  MnoTnuca
uepTMdUKaLUNoHUX TUjena,

B) €/IEKTPOHCKM NOTNUC LepTUdUKaLMOHOT Thjena,

r) ume uepTnduKaLmoHor THjena,

4) 4aTym uspage nucre.

(2) Csaku onosBaHu uepTUdPUKAT y JINCTU ONO3BAHUX LiepTUDMKATA CaapKM:

a) cepujckn bpoj aoajesbeH LepTUPUKaTy Koa U3aaBatba,
6) AaTym onosuBa (04 Kaga uepTudumKaT Huje BuLe Baxkehu).

Ynan 27.

CBaku cuctem ueptuduraumnje mopa omoryhut TpeHyTaH U HECMETaH YBUA Y IMCTY ONO3BaHUX
ceTuduKata Kog notephusarba Ba/baHOCTU ( 04, CTpaHe NpMMaoL,a eleKTPOCHKM MOTNMCAHOr cagpkaja)
ueptudmKarta Koje je usaao.

3. ENeKTpOHCKM umeHuum
YnaH 28.
(1) CsBu noTNUCHUUM U cyBjeKTU cucTema UepTUdUKaUMje YNUCYjy Ce y eNIeKTPOHCKE MMEHMKE.

(2) Ycnyre eneKkTpOHCKMX WMMEHMKa Temes/be ce Ha npumjeHu obpacua ITU-T X.500:2001
(Directory Service) — ISO/IEC 9594:2001 nytem jeamHcTBeHe cTpyKType (DIT-Directory Information Tree).

(3) Hasuewu cybjekaTta y enektpoHckom umeHuky (DN) Kogupajy ce no obpacuy ASN.1 n mopajy
6UTU U3paxKeHu ca csbegehom MUHUMANHOM IMCTOM aTpubyTa:

a) me cybjekTa y UMeHuKy (d13nyKko, npasBHo mue) ime subjekta u imeniku — CommonName,
6) Mme opraHusaumnoHe jeamHunue— OrganizationalUnitName,

B) ume npasHor anua — OrganizationName,

r) mjecto/aapeca — LocalityName,

A) apxasa — CountryName (MmeHa 1 o3HaKe y ckiaay ca obpacuem 1SO 3166-1:1997+Alpha 2).

(4) Capprkaj eneKTpOHCKOr MMeHMKa Mopa 6uTu u3paheH npumjeHom obpacua Koauparba
ISO/IEC 10646 — 1:2000 Universal Multiple Octet Coded Character Set (UCS) — Basic Multiple Plane
(BMP), oaHocHO y cknagy ca obpacuem UTF-8 o oKpy:kewy Unix, Linux n cpoaHux onepaumoHmnx
cuctema.



Ynan 29.

(1) NpucTyn cagpskajyma eneKkTPOHCKUX WMMeHMKa mopa 6butu o06/aMKoBaH Yy cKkaagy ca
oKpyxerem X.500 1 npumjeHom obpacua DAP (Directory Access Protocol).

(2) Cucremn ueptudukaumje mory, paguv jeAHOCTaBHUjEr npyxarba Yycayra eneKTPOHCKUX
MMeHMKa Kopuctutn LDAPV3/RFC 4510 (Lightweight Directory Access Protocol) o6pa3au, o61uKkoBakba U
NPUCTyNa eJIeKTPOCHKMM MMEHULUMA.

(3) LDAP eneKkTpOHCKM WMMEHMUM MOry OUTU CcagpikajHO OrpaHMYeHW 3a jedaH CUCTEM
ueptudmKauymje.

(4) CBakm cuctem uepTndMKaumje mopa ocurypatm npocanjehmpBarbe ynuta y eNeKTPOHCKe
MMEHUKe Jpyrux cucutema ueptuoukaumje.

(5) NMpocnnjehuBarbe ynuta moske ce NPOBOAMTH YNOTPEOOM BNAACTUTOT /IeKTPOHCKOT MMEHUKA
WM yCMjepaBatbemM ynnuTa Npy*Kaoly UMEHUYKUX YCAYra KOju 3a Hera BOAN eNEKTPOHCKU UMEHMK.

(6) MoBe3snBare eNEKTPOHCKUX MMEHUKa Koju KopucTe obpasauy LDAP mopa ce npoBoauTu
npumjeHom obpacua LDUP (LDAP Duplication/Replication/Update Protocol), nytem aga TemesbHa
mogayna:

a) Replication Information Model:2003

6) Replication Update Protocol:2003.

(7) NMoBe3nBarbe eNEKTPOHCKUX MMEHMKA Koju KopwucTe obpasal, X.500 mopa ce npoBoauTU
npumjeHom obpacy, DISP (Directory Information Shadowing Protocol), nytem npumjeHe goroBopeHe
cTpykType DIT (Directory Information Tree) objegurbeHe obpacumma I1SO 9594 ogHocHo X.520:1988
(Selected Attribute Types) n X.521:1988 (Selected Object Classes).

(8) MoBesunBarbe pauyyHaApPCKMX CUCTEMA KOjU NPYHKajy ycayre eNeKTPOHCKMX MMEHMKa mopa ce
npoBoAMTH NpuMmjeHoM obpacua X.518:1993 Kojumk ce aeduHunwe obpasal nosesnsarba DSP (Directory
System Protocol).

Ynan 30.

CBaKM e/1eKTPOHCKM MMEHUK MOpa CafpiKaBaTu ABuje rpyne nogartaka:

a) jeAMHUYHM CKYN NogaTtaka o uepTUdMKauMoHOM THjeny, heroso jeaHosHayHo nme (DN), -
HEeroB LepTUOUKAT M NOAATKE O IUCTU OMO3BaHMX LEePTUPUKAT],

6) jeAMHWYHM CKyn nogaTaka O MOTNWUCHWKY, HEeroBo jegHosHayHo ume (DN) u weros
uepTuduKar.



VI 3ABPLUHE O4PELBE
Ynan 31.

Osaj MpaBUAHMK CTyna Ha CHary ocmor AaHa of AaHa objaB/bmBama y ,,Cny»K6eHOM rnacHuKy
Penybanke Cpncke”.

MNUWHUNCTAP
Bakup aop AjaHoBwuh



